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Observability

Metrics 
- CPU, Memory Usage 
- Alerting on SLOs

Logs 
- Stacktrace, function error 
- Debugging

Trace 
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Release!

Log, log, log….

Log, log, log….Log, log, log….

Log, log, log…. Log, log, log….

N years later..



문제점

• 릴리즈 이후 시간이 지나면서 시스템이 복잡해지고 거대해짐 

• 요청에 대한 네트워크 홉의 증가 

• 이에 따른 이슈 파악 시간 증가 

• 병목 지점 확인이 어려움 

• 서비스 안정성



What is distributed tracing
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Jaeger

- Open source distributed tracing platform 

- CNCF Graduated Project 

- Good compatibility with k8s, Istio



Tuning Istio

apiVersion: install.istio.io/v1alpha1 
kind: IstioOperator 
metadata: 
  name: main 
  namespace: istio system 
spec: 
  meshCon g: 
    enableTracing: true                      // 트레이싱 활성화 
    defaultCon g: 
      tracing: 
        sampling: 60                                  // 수집할 퍼센트   
        custom_tags:                             // 추가할 태그 
          account_header: 
            header: 
              name: x account id 
        zipkin:                                              // jaeger collector의 주소 
          address: jaeger collector.observability.svc:9411



Application header propagations

Service A

IstioGproxy

Headers 

- xGrequestGid 

- xGb3-traceid 

- xGb3-spanid 

- xGb3-parentspanid 

- xGb3-sampled 

- xGb3-flags 

- xGotGspanGcontext

Service B

IstioGproxy
Trace Id: 1, Span Id: 1

In Out In Out

Trace Id: 1, Span Id: 2Request



Opentracing

Request

Service A

IstioGproxy

Service B

IstioGproxy
Trace Id: 1, Span Id: 1

In Out In Out

Trace Id: 1, Span Id: 2



Jaeger 
- Distributed tracing platform

Kubernetes 
- helm chart 

- Jaeger Operator

Istio 

- Envoy’s tracing feature 

- Automatically send spans

Opentracing 
- Tracing library 

- Application

Distributed tracing stack
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Jaeger UI

Query



Jaeger UI
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IstioGproxy
x\request\id: c

IngressGgateway IstioGproxy

Service A Service B

[2021-09-09]  "GET /” 200 xGrequestGid: a 
[2021-09-09]  "GET /” 400 xGrequestGid: b 

[2021-09-09]  "GET /” 200 x\request\id: c 
[2021-09-09]  "GET /“ 200 xGrequestGid: d 
[2021-09-09]  "GET /” 401 xGrequestGid: e 
[2021-09-09]  "GET /” 200 xGrequestGid: f 

…

[2021-09-09]  "GET /” 200 xGrequestGid: a 
[2021-09-09]  "GET /” 400 xGrequestGid: b 

[2021-09-09]  "GET /” 200 x\request\id: c 
[2021-09-09]  "GET /“ 200 xGrequestGid: d 
[2021-09-09]  "GET /” 401 xGrequestGid: e 
[2021-09-09]  "GET /” 200 xGrequestGid: f 

…

[2021-09-09]  "GET /” 200 xGrequestGid: a 
[2021-09-09]  "GET /” 400 xGrequestGid: b 

[2021-09-09]  "GET /” 500 x\request\id: c 
[2021-09-09]  "GET /“ 200 xGrequestGid: d 
[2021-09-09]  "GET /” 401 xGrequestGid: e 
[2021-09-09]  "GET /” 200 xGrequestGid: f 

…

기존 디버깅 환경



Ingress gateway

Authz

Service B

Ratelimit

Service A

x request id: c

가시성 확보

Time



Ingress gateway

Authz

Service B

Ratelimit

Service A

x request id: c

Root cause analysis

ERROR: TRUE

Time



Ingress gateway

Authz

Service B

Ratelimit

Service A

x request id: c

Time

Limitation

?

?



Ingress gateway

Authz

Service B

Ratelimit

Service A

x request id: c

Call EN

Call EN

Time

Add custom spans

Method: klay_blockNumber 
chainID: 1001

Method: klay_blockNumber 
chainID: 1001



Performance and latency optimization

Ingress gateway

Authz

Ratelimit

Service A

x request id: c

Time

Call EN

Method: klay_blockNumber 
chainID: 1001 Service B

Service A

Ingress gateway



그라운드엑스와 DevOps 소개 

Distributed tracing 

Implementation 

Review



Pros

• 코드 변경 없이 초기 구현 가능 

• 어플리케이션 성능에 영향을 최소화 

• 비즈니스 로직에 집중 

• 서비스 메쉬를 대부분 커버 

• span에 기본적인 tags 제공 



Cons

• 적은 유연성 

• Span 추가나 세부적인 tag 추가가 어려움 

• Sampling 



• Alert과의 연동 

• Tags/Logs의 스펙 고도화

Todo



Poor Monitoring & Observability

CostsRevenue Risks

Experience



E.O.D


