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Infrastructure stack

Container Orchestrations Kubernetes S
Infrastructure Provisioning Terraform & Ansible D
Physical Infrastructure On_premise 8 Multi-Cloud



Infrastructure stack

Service mesh 00|

Istio Dashboard
Envoy Rancher

Kubernetes Echosystem

Deploy Observability Security/KMS
Helm Jaeger Vault
CircleCl Prometheus Sysdig

Container Orchestrations Kubernetes S
Infrastructure Provisioning Terraform & Ansible D
Physical Infrastructure On_premise 8 Multi-Cloud



Infrastructure stack

GXAppT1 | | GXApp2 | | GXApp3 | | GXApp4d | | GXAppb | | GXApPPL

Service mesh

Istio
Envoy

Kubernetes Echosystem

Deploy

Helm
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Prometheus

ool
Dashboard
Rancher

Observability Security/KMS
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Container Orchestrations Kubernetes S
Infrastructure Provisioning Terraform & Ansible D
Physical Infrastructure On_premise 8 Multi-Cloud
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Observability
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Metrics Logs

- CPU, Memory Usage - Stacktrace, function error
- Alerting on SLOs - Debugging

Trace
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Monolith to Microservice
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Log, log, log, log, log.... Log, log, log.... Log, log, log....



Release! N years later..

Log, log, log....

Log, log, log.... Log, log, log....

Log, log, log.... Log, log, log.... f.j X
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What is distributed tracing
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Service A
Traceld: 1, Spanld: 1

Service B

Traceld: 1,Parentid: 1,Spanld: 2

Service C
Traceld: 1,Parent|d: 2, Span|d: 3

Service D
Traceld: 1, Parent|Id: 2, Spanid: 4




Service A
Traceld: 1, Spanld: 1

Service B

Traceld: 1,Parentid: 1,Spanld: 2

Service C

Traceld: 1,Parent|d: 2, Span|d: 3

Service D
Traceld: 1, Parent|Id: 2, Spanid: 4

A trace



Service A

Traceld: 1, Spanld: 1

\l:l\ {context}

Service B

Traceld: 1,Parentid: 1,Spanld: 2

/! N

{context} |Z

Service C

Traceld: 1,Parent|d: 2, Span|d: 3

N {context}

Service D
Traceld: 1, Parent|Id: 2, Spanid: 4

A trace



Implementation



Jaeger

- Open source distributed tracing platform
- CNCF Graduated Prqgject

- Good compatibility with k8s, Istio




Tuning Istio

apiVersion:install.istio.io/v1alpha1
kind: IstioOperator
metadata:
name: main
namespace: istio-system
Spec:
meshConfig:
enableTracing: true // E20|d 2ds}
defaultConfig:
tracing:
sampling: 60 // e HAE
custom_tags: // =7 E D
account_header:
header:
name: x-account-id
zipkin: // jaeger collector| &4
address: jaeger-collector.observability.svc:9411




Application header propagations

Reguest Traceld: 1, Span|d: 1 Traceld: 1, Spanld: 2

Istio-proxy Istio-proxy

Headers

- X-request-id

- X-b3-traceid

- X-b3-spanid

- X-b3-parentspanid
- X-b3-sampled

- x-b3-flags

- X-0t-span-context




Opentracing
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Reguest Traceld: 1, Span|d: 1 Traceld: 1, Spanld: 2
Istio-proxy Istio-proxy

opentracing.GlobalTracer().Inject(
span.Context( ),
opentracing.HTTPHeaders,
opentracing.HTTPHeadersCarrier(httpReq.Header))

resp, err := httpClient.Do(httpReq)



Distributed tracing stack

g

Opentracing Jaeger Kubernetes Istio

- Tracing library - Distributed tracing platform - helm chart - Envoy's tracing feature

- Application - Jaeger Operator - Automatically send spans



Architecture

m

Request . .
— Ingress-gateway |Istio-proxy |Istio-proxy

Jaeger collector O
— — Jaeger query =
Jaeger agent




Architecture

Traceld: 1 T l
Request Spanld: 1 . .
—» | |ngress-gateway Istio-proxy Istio-proxy

Jaeger collector O
— — Jaeger query =
Jaeger agent




Architecture

m

Traceld: 1 T l Traceld: 1 T l
Spanld: 1 . Spanld: 2 .
|Istio-proxy |Istio-proxy

Request
—_—p Ingress-gateway

Jaeger collector
— — Jaeger query =
Jaeger agent




Architecture

|II|%EH|HE%%I!III IIIIHEIHIEHHEIIII
Traceld: 1 T l

Spanld: 2 .
|Istio-proxy

Trace ld: 1
Spanld: 1

Request

Jaeger collector
Jaeger agent



Jaeger Ul

JAEGER UI Search Compare System Architecture About Jaeger v

Search JSON File

Service

istio-ingressgateway

Opera:ion 01:53:20 02:10:00 pm

16 Traces : Mos ent Deep Dependency Graph

Compare traces by selecting result items

Lookback

Query

istio-ingressgateway: productpage.default.svc.cluster.local:9080/productpage

AMi | 0 Cran N — s (1) ctin smracenstawau | rtrnasns dofs ' 11 - s (1) ~
viin Duration 8 Spans etails.default (1) stio-ingressgateway | productpage.default (3 t (1) Today

a few seconds ago

Max Duration

etails.default (1) stio-ingressgateway | productpage.default (3 ratir t (1) review 2 Today
4

a few seconds ago

Limit Results

details.default (1) stio-ingressgateway | productpage.default (3 re t (1) reviews 2 Todav
Find Traces ‘

details.default (1) stio-ingressgateway | productpage.default (3 5 t (1) Today 2:43:42 pm




Jaeger Ul

v | Istio-ingressgateway

iIstio-ingressgateway 46.21ms

productpage.default.svc.cluster.local:9080/productpage

Ous

Tags

ed3cc591-fd3f-9alf-bab0-5ad8d623691e
GET
HTTP/1.1

200

http://ad4026577ecc2b4425bbelccc51b31019-1003799073.ap-northeast-2.elb.amazonaw
s.com/productpage

zipkin

latest
istio-ingressgateway
cluster. local
istio-system

router~10.0.3.216~1istio-ingressgateway-8f568d595-trfkg.istio-system~istio-syste
m.svc.cluster. local

10.0.3.232

~

Process: Ip
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X-request-id: c . .
— | |ngress-gateway Istio-proxy Istio-proxy

[2021-09-09] "GET /" 200 x-request-id: a [2021-09-09] "GET /" 200 x-request-id: a [2021-09-09] "GET /" 200 x-request-id: a
[2021-09-09] "GET /" 400 x-request-id: b [2021-09-09] "GET /" 400 x-request-id: b [2021-09-09] "GET /" 400 x-request-id: b
[2021-09-09] "GET /" 200 x-request-id: c [2021-09-09] "GET /" 200 x-request-id: c [2021-09-09] "GET /" 500 x-request-id: c
2021-09-09] "GET /" 200 x-request-id: d 2021-09-09] "GET /" 200 x-request-id: d 2021-09-09] "GET /" 200 x-request-id: d
2021-09-09] "GET /" 401 x-request-id: e 2021-09-09] "GET /" 401 x-request-id: e 2021-09-09] "GET /" 401 x-request-id: e
2021-09-09] "GET /" 200 x-request-id: f 2021-09-09] "GET /" 200 x-request-id: f 2021-09-09] "GET /" 200 x-request-id: f
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Root cause analysis

X-request-id: c Ingress-gateway
\ CEETT—
k Ratelimit J

ERROR: TRUE

L)



Limitation
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Add custom spans

\ CEErT—
\. ez -/
\ =/
Method: klay_blockNumber

ohoinio: 1001
K» Call-EN J

Method: klay_blockNumber
chainID: 1001




Performance and latency optimization

\ comrrra—
\. ez -/
\ =/

Method: klay_blockNumber

chainlD: 1001 )
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Poor Monitoring & Observability

Revenue
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Experience
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